HNHpopmanuoHHbIe MaTePUAJIBI
10 NPOQUIAKTHKE NPECTYIICHNUH, COBEPIIEHHBIX ¢ HCI0Ib30BAHHEM
HH(POPMALMOHHO-TEJIEKOMMYHUKAUMOHHBIX TEXHOJIOT Uil

K Hambonee pacmpocTpaHEHHBIM BHJAaM JHCTAHIIMOHHBIX MOIICHHUYECTB,
coBepieHHbIX Ha Tepputopuu r. Cankrt-lletepOypra u JleHuHrpajackoi oOmacTw,
OTHOCATCH:

- «(QUIIUHTY» — BUJ JAUCTAHIIMOHHOTO MOIIEHHUYECTBA, IPHU COBEPIICHUU
KOTOpPOTO 3JOYMBIIUICHHUKH (B XOAe Tele(OHHOrO0 pasroBopa, IOCPEACTBOM
HaIpaBJICHUS] JJIEKTPOHHOTO TMHChbMA WM CMC-COOOIIEHUsI) TMOIy4aroT JUYHbIC
KOH(HIEHIIHATIbHBIE TaHHbIE 0 OAaHKOBCKOW KapTe, HOMEpE CYETa, JIOTHMHBI U MapoJiv
JUIsL BXOJla B HHTEpPHET-O0aHK, a TakKe Mapoju Oe30MacHOCTH, IMO3BOJISIONINE
IPOU3BECTU CIHCAHME HAXOJALIMXCS Ha OAHKOBCKOM KapTe JIEHEXKHBIX CPEICTB.
KepTBamMu yka3aHHOTO BHJIa MOIIIEHHUYECTBA 3a4aCTYI0 CTAHOBATCS HE3AIlUIIEHHBIE,
Majgoo0pa3oBaHHbIE, JIOBEPUMBBIE CJIOM HaceleHus. [IpeAcTaBissch 3a4acTyio
COTPYJIHHUKAaMU KPEIUTHBIX OpraHu3alliid, MPECTYIMHUKU BBOJAT B 3a0yXKICHUE
IpaKJaH OTHOCUTEIBHO COBEPUIAEMBIX HECAHKIIMOHUPOBAHHBIX CIIUCAHUNA JTEHEXKHBIX
CPENCTB, OCYIIECTBIIEMBIX IOKYNKaXx W T.I., IIOCIE€ 4YEero mpocAT Ha3BaTh
KOH(HICHIIMATIbHBIE CBEJACHHUS C LEIbI0 IIPECEUEHHS BO3MOYKHOTO COBEPILIEHUS
npectyrieHus. ['paxaane, n1oBepsis MOJIy4eHHOW MH(OpMAaInu, Kelas 00e30MacuTh
CBOM  JICHEXKHBIE  CpPEICTBA OT MPECTYNHBIX  MOCATAaTEeNbCTB,  COOOIIAOT
3amnpaiMBaeMyo MHGOPMAIMIO, B pe3yJbTaTe 4Yero 3J0YMBIIUICHHUKH TMOXUIIAIOT
MPUHAICKAIINE UM JICHESKHBIE CPEJICTBA.

- «apMuH» - Ipolleaypa CKPBITOro HarpaBiieHus Ha JoxHBIN IP-anpec, To ecTh
HaIpaBJeHUE TMOJb30BaTENsl HAa (DUKTUBHBIN BeO-CaT, yalle BCErO HCIOJIb3yeMbIN
JUT IPHOOpEeTeHUsT TOBapoB M yciyr (0zon.ru, avito.ru, aliexpress.ru, joom, biglion,
KyIIUHATOp, Kaccup.py, Owierep, calThl MO Tpojaxke OWJIETOB Ha X/I U
aBUATPaHCHOPT U JIp.);

- «IBOMHAs TpaH3akuus» (TpU OIUIaTe TOBAPOB M YCIYT MPOJABEIl COOOIIaeT 00
omuOKe, MpeajaraeT MOBTOPUTH ONEpPALMIO, & B JalbHEHIIEM JEHEXKHbIE CPEICTBA
CIIUCHIBAIOTCS JIBAXK/IBI 110 KAXKIOW U3 TIPOBEICHHBIX OTIEPAIHii)

- «TpanmuHry (MaHUMYJSIUN ¢ KapTpuaepoM O0aHKOMATOB, MO3BOJISIONINE JTHOO
HE BO3BpaIllaTh KapTy BIANEbIly, JTUOO CIHUCHIBATh BCE JIaHHBIE KapThI IS
JaTbHEHIIEro UX UCIOIb30BAHNUA).

|. OcHOBHBIE cxeMBbI Te1e()OHHOIr0 MOLIEHHMYECTBA!
1. OO6man o tenedony.
3BOHOK COTpYIHMKa OaHKa - KOTJa HEW3BECTHBIM MpencTaBIseTCs

COTPYJIHUKOM CITYKObI O€30ITaCHOCTH Kakoro-1u0o 0aHka v coodImaeT, 4yto ¢ Baiero



OaHKOBCKOTO CYeTa MPOUCXOAST OMEpalyy M0 HECAHKIIMOHUPOBAHHOMY CIHCAHUIO
JIEHEKHBIX CpPEJCTB, M B IENsIX OE30MaCHOCTH CYeTa IMpeasiaraeT IepeBecTU
cOepeKeHNs Ha «pPe3epBHBII» WM «0Oe30macHbl» cyeT. PacnpocTpaHeHsl citydae
cooOmenus napopmaruu 06 opopmiieHNH Ha Bac kpeauTa 1 HEOOXOIUMOCTH ITPOUTH
B IIPUJIOKEHUM OHJIAWH-DaHKa 1O ONpEeNeNnEéHHOM CCBUIKE JUIA €ro aHHYJIWPOBAHUS
(BBITIOJIHUTH MHBIE HHCTPYKIIUHN).

3BOHOK COTPY/IHUKA IPABOOXPAHUTEIBHBIX OPraHOB - KOTJa HEU3BECTHBIN

MPEACTABIACTCS COTPYIHUKOM TIOJMIIMH, CJEeJOBaTeleM W T.J. M COOOIIAeT, YTO
MIPOBOJUTCS CIICIIONEpaIusl MO IMOMMKE MOIICHHUKOB W JUIsI 3TOT0 HEOOXOIUMO
MIePEBECTH JEHbI'M Ha «CHeIualbHbI» cueT. [Ipu 3ToM TpebyeT HE 3BOHUTH B OaHK,
TaK KaK COTPYJHUKHU OaHKa 3a0HO C MOIIICHHUKAMH.

Bam poacTBeHHMK, du00 OIM3KWK YedOBEK Iomnajl B Oeny (Hampumep,

MalIMHOM CcOMJI YeloBeKa WM OOBUHSAETCA B COBEPIICHUM MPECTYIUICHUS), U
3aJlepKaH  COTPYAHMKaMH IMOJIMLIMH, W HEM3BECTHBIM cooOuiaer, uro s
OCBOOOXK/IEHHSI HEOOXOJMMO TIEPEBECTH Ha CYET JCHEXXHbIE CpPEACTBAa JIMOO MJIs
OPUMUPEHHUS € TMOCTPAJaBUIMM JHOO B KayeCTBE B3STKU COTPYAHHMKAM IOJIULIUU.
B03MOHBI BapuaHThl, IPU KOTOPBIX B PA3rOBOPE MOXKET NPHUHATh Y4acTHE SIKOOBI
COTPYJIHUK MOJIMIIUU, KOTOPbII Oy/eT NOATBEPKIaTh CKa3aHHOE.

BAXHO: Dto 3BOHAT MoOIICHHUKH (HeCMOTps Ha TO, 4TO
onpeAenuBIINiics Ha TenedoHe HOMEP MOXKET COOTBETCTBOBAaTh HOMepy TenedoHa
0aHKa MJIM MPABOOXPAHUTEIBHBIX OPTaHOB, 3a4acTyl0 — MOCKOBCKOro pernona (499,
495... 1 T.A.), TaK KaK IpH MMOMOIIY CHEUUAIBHBIX YCTPONCTB MOIIEHHUKH MEHSIOT
HOMEpa Ha a0COJIIOTHO JI00O0M HOMEpP — TaK Ha3bIBa€MbI€ IMOJMEHHBIE HOMEpa),
COTPYJHHMKM OAaHKOB HHUKOTJA HE 3BOHAT CBOMM KJIMEHTaMm, U TeM Oosiee, HUKOTJa He
TpeOyIOT MEPEBOAUTD C JINYHOTO cyeTa JeHbIu. [IpencraBureny npaBooXpaHUTEIbHbIX
OpraHOB MOTYT 3BOHUTBH TOJIBKO JUIsl BhI30BAa B IMOMEIIECHHS NMPABOOXPAHUTEIbHBIX
OpraHOB C IIeJIbI0 TMOJIy4eHHUS OOBACHEHUH, HCTPeOOBaHUS JIOKYMEHTOB IIO
HaXOJSALIMMCS B MPOU3BOCTBE YTOJIOBHBIM J€JIaM U MaTepuaiaM MpoBEPOK.

[Ipu mocTymiieHMH TaKOro 3BOHKAa HEOOXOAMMO IpepBaTh Pa3roBOp U
NEPE3BOHUTH TOMY, O KOM HJIET peyb, MO0 B YKa3aHHbIN TOCYIapCTBEHHbIN OpraH WK
KPEAUTHYIO OPTaHU3aIMIO JJIsl IEPErpOBEPKU HH(OPMALIUH.

2. O0MaH npu noKynke (Mpojaa;ke) TOBApa HA MHTEPHET caiiTax.

[Ipenoruiata 3a HECVYIIECTBVIOIIMNA TOBAp - IONAETCI OOBSABIIEHUE HA

BOCTpEOOBaHHBIM TOBAap C TMPHUBJICKATEILHOM II€HOM (HM)KE PBIHOYHOW) C
IPUIIO’KEHUEM HeHacToAmmX Gororpaduii. B xone oOmeHus «mpoiaBeny» yKIOHAETCsS
OT BCTpPEYM BBHJY >KUTEUCKMX NPUUMH (HET BPEMEHH, 3aHATOCTh Ha padore,



YIAJIGHHOCTh PACIOJIOKEHHS) ¥ TIPeIjIaraeT OIIaTUTh TOBap O€3HAIMYHBIM TIJIATEKOM
C rapaHTHPOBAHHOM MOCIEAYIOLIEH TOCTAaBKOW Yepe3 Kypbhepa, HO MOCie MOTyUYeHUs
JICHET, IIPOJIaBell- MOIIIEHHUK MEPECTAET BBIXOJIUTh Ha CBA3b.

Omata MyJisbka O NOYTE HAJIOKEHHBIM IUIATEKOM - 3JI0YMBIITUICHHUK

NBITAIOTCS BHAYAJIE 3alOJy4YdTh MPEIOIUIaTy Ha JOBEPHH, €CJIM HE MOJy4aeTcs, TO
npeajaraloT MOJy4YUTh 3aKa3 Ha MOYTE, a MOTOM pacIuiaTUThcs. To ecThb Ha mouTe
nepesl BhlIauei 3aka3a BO3bMYT JCHBIM B pa3Mepe €ro CTOMMOCTH, a IMOKYIMAaTelNb
BCKPBIB YIIAKOBKY, BUJIUT MOAJICIKY WJIH MYJISIK.

[lokymnarenb cnpamyBaeT HoMmep KapThl U ko u3 CMC - nmo Bamemy

0OBSBICHUIO O TIPOAAXKE TOBapa B MHTEpHETE BaM 1MO3BOHMII MOKYIATENb U HOMPOCHII
COOOUIUTh PEKBU3UTHI OAHKOBCKOW KapThl (IPEIBAPUTEIBHO BBIICHUB HOMED
TenedoHa K KOTOpOMy MpUBsA3aHa KapTa) U CMC-KOJI, YTOOBI IEPEBECTU IEHBIH, IKOOBI
3TO HYXHO JJi1 OaHKOBCKOTo mnepeBoja. Ha camom pnene 3TO MOIIEHHUK, KOTOPBIA
IBITAETCS BOMTU B JIMYHBINA KaOMHET OHJIaliH-0OaHKa U CHHcaTh Bce JeHbIU ¢ Bamero
cyera.

BAXHO: OnnauuBaiite TOBap TOJIBKO IMOCIE €ro MOJIYUYEHHUS U MTPOBEPKH
Y HE OTHpPABIISINTE JAEHBI'M B KauecTBe 3aiora (3agatka). {ns mepeBojia IEHEKHBIX
CPEICTB JOCTaTOYHO HOMepa TenedoHa U APYroil NONOJHUTEILHON MH(pOpMAIUU He
TpedyeTcs.

3. TesiepoHHBIE BUPYCHI.

OueHp 4yacTO HCIOJIb3yeTcsl (hopMa MOIIEHHUYECTBA C HCIOJIb30BAaHHEM
TenedoHHBIX BUpycoB. Ha TenedoH abOHEHTa MPUXOAUT COOOILECHUE CIEAYIOLIErO
Buna: «Bam mpummo MMS-cooOmienne. JIisi MoaydeHHsT MPOWINATE IO CCHUIKE...».
[Tpu nepexoze Mo yka3aHHOMY aJpecy Ha TeJeQOH CKauYuBaAETCS BUPYC U MPOUCXOJIUT
CIIMCaHUE JEHEXKHBIX CPEJCTB C BaILLIErO CYETA.

Jpyroii BuUJ MOILIEHHUWYECTBA BBINISAMT Tak. [Ipu 3aka3ze Kakou-mmOo
YCIYyTH 4epe3 SKOObl MOOWIBLHOTO oOllepaTopa WM TNpPHU CKAYMBAHUH MOOWIIBHOTO
KOHTEHTa a0OHEHTY MPUXOIUT NpenynpexaeHue Buaa: «Bol codrpaerech OTIPaBUThH
coo0IlleHne Ha KOPOTKUA HOMEp ..., AJS TMOATBEP)KICHHUS OIEpaluu, OTIPaBbTE
coobuienune ¢ uudpoi 1, nias ormensl ¢ mudpoit 0». Ilpu oTnpaBke MOATBEPKICHUS,
co cueta aOOHEHTa CIUCBHIBAIOTCS JECHEXKHBIE CpelcTBAa. MOIIEHHUKH HCHOIb3YIOT
CHelUaJIbHbIE MPOrpamMMbl, KOTOpBIE IO3BOJIAIOT aBTOMATUYECKH T'€HEPUPOBATH
TBICSIUM TakuX cooOmieHuit. Cpasy mocie nepeBoja ACHET Ha (albLIUBBIA CUET OHU
CHUMAIOTCS C TeIe(oHa.
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BAXHO: He cineayert 3BOHUTH 110 HOMEPY, C KOTOPOTO OTIIpaBiieH SMS —
BITOJITHE BO3MOXXHO, UYTO B 3TOM cllydae ¢ Barmero tenedona OyneT aBTOMAaTHYECKU

CHSITa KpyIHasi CyMMa M EPEXOIUTh [0 COMHHUTEIbHBIM CChUIKAM.
4. OwmuO0YHBII epeBo] CPeACTB.

AbGoneHTy moctynaer SMS-cooliieHue 0 MOCTYIUIGHHH CPEJCTB Ha €ro
CYET, IEPEBEJICHHBIX C MOMOIIBIO yeiuyru « MoOuiabHbIN niepeBoa». Cpa3zy mocie 3Toro
MOCTYMAaeT 3BOHOK M MY)KUMHA (WM >KEHIIMHA) COOOIIAET, YTO OUIMOOYHO MepeBe
JI€HbIY Ha €ro CYeT, IPU 3TOM IPOCUT BEPHYTh UX 0OpaTHO TeM ke «MOoOUIbHBIM
nepeBooM». B elcTBUTENBHOCTH JEHBIW HE TOCTYMAOT Ha TelNe(OH, a YeJIOBEK
NEPEBOJUT CBOU COOCTBEHHBIE cpecTBa. Eciii MO3BOHUTH MO yKa3aHHOMY HOMEpPY, OH
MOKET OBITh BHE 30HBI JocTyma. Kpome TOro, CymiecTBYIOT Takue HOMEpa, MpHU
OCYIIIECTBJICHUH BbI30BA HAa KOTOPBIE C TeJe(OHa CHUMAIOTCS BCE CPEJCTBA.

BAXHO: Ecnu Bac npocsat nepeBecTd sKOObI OIIMOO0YHO MEPEBEACHHYIO
CyMMYy, HaIlOMHHUTE, YTO JJsi 3TOro HCIoyb3yeTcs dYeK. OTroBopka, 4YTO «4EK
MOTEPSIH», CKOPEe BCEro, CBUAECTEILCTBYET O TOM, YTO ¢ BaMu 00111aeTcss MOIIEHHUK.

MOIEHHUYECTBA C BAHKOBCKUMHU KAPTAMHA

baHkoBCKasg KapTra — 3TO MHCTPYMEHT I COBEPLICHUS IUIATEXKEU H
JI0CTyTNa K HAJIMYHBIM CPEACTBaM Ha cuéTe, He TPeOYIOIIH Ui 3TOro NpUCYTCTBUS B
0anke. Ho mpoctoTa ncnosib30BaHuss OAHKOBCKUX KAapT OCTaBJISIET MHOXKECTBO JIa3€€K
JUIS. MOIIEHHUKOB.

[Tpu mpoBeeHnn ornepaiuii ¢ KapToil MOJIB3YHTECh TOJIBKO TeMU OaHKOMAaTaMH,
KOTOpbIE paCIOJIOKEHbl B 0O€30MacHbIX MecTaX M O00O0pYyIOBaHbl CHCTEMOM
BUJICOHAOIIOICHUSI M OXPAHOM: B TOCYAapCTBEHHBIX YUPEKACHUSIX, OaHKAX, KPYITHBIX
TOPTOBBIX EHTPAX U T.[I.

Cogepiiasi onepanuu ¢ MJIaCTUKOBOW KapTOM, cienuTe, 4ToObl psIoM He ObLIO
noctopoHHux Jonend. HaOupas IIMH-xox, npukpbiBaiiTe KiaBUATYpy PYKOM.
PexBu3uThl 1 m100as npoydas nuHGOpMaILMs O TOM, CKOJIBKO CPeACTB BbI CHsIIM U Kakue
uudpbl BBOAWIN B 6aHKOMAT, MOT'YT OBITh UCIIOJIb30BAHBI MOLIEHHUKAMHU.

OOpamaiiTe BHUMaHUE Ha KAPTOMPUEMHHK U KJIaBUaTypy O6ankomata. Eciiu onun
000pyI0BaHbl KAKUMU-THOO0 JOMOTHUTEIbHBIMUA YCTPOUCTBAMH, TO OT UCIIOJIb30BAHUS
JaHHOTO OaHKOMaTra JIydlle BO3JEP)KaTbCsi M COOOUIMTh O CBOMX MOJO3PEHUSX II0
yKa3aHHOMY Ha HEM TeJeoHY.

B cmydae HekoppekTHOH paboThl 0OaHKOMAara — €CId OH JIOJTO€ BpeMs
HaXOJUTCS B PEXKUME OXKUIAAHWSA WIA CaMONPOU3BOJIBHO MNEPE3ArpyKaeTcs —



9.

OTKQXMTECh OT €ro MCHojb30BaHusI. Benuka BCPOATHOCTL TOIr0, HYTO OH

MeperporpaMMupPOBad 3JI0YMbBIINIJICHHUKAMH.

Kak o0e3omacurhb ce0s1 OT MOILIEHHUKOB:

[TpoBepsiiTe nHPOpMaIHIO, OTYYEHHYIO B X0/I€ TeJIe()OHHOIO Pa3roBOpa U UHTEPHET
NEPENUCKA C HEHU3BECTHBIMM (OHM MOTYT HPEACTABIATHCS  COTPYIHHKAMU
IIPABOOXPAHUTEIBHBIX OPTaHOB, IPEACTABUTEISIMU KPEIUTHBIX OpraHU3alui).
YcTaHOBUTH Ha TeneQoH (KOMIIBIOTEP) COBPEMEHHOE JUUEH3UPOBAHHOE
AaHTUBHPYCHOE IPOTpaMMHOE 00€CIICUEHHE.

He ycranaBnuBaiiTe u He coxpansiite 0e3 mpeaBapUTeIbHON MPOBEPKH AaHTUBUPYCHOMN
nporpaMMoil  (¢ailsibl, MOJIY4YEHHbIE W3 HEHAJEKHBIX MCTOYHHMKOB: CKAaYaHHBIE C
HEU3BECTHBIX CAaNUTOB, MPHUCIAHHBIC MO 3JIEKTPOHHOUN MOYTE (MOJO3PUTENIbHbBIE (aiibl
Jy4llle cpa3y yAajsTh).

Hcnonb3yiiTe maposiu He CBsi3aHHbIE ¢ Bammmuy nepcoHaabHbIMU TaHHBIMU.

Hu npu xakux oOCTOSTENBCTBAX HE COOOIIANTE pEKBU3UTHI CBOMX OAHKOBCKHUX CUETOB
(xapT), Hapou U APYTYIO MePCOHATLHYI0 HHPOPMAITHUIO.

[TocTaBbTE TMMHUT Ha CYMMY CIIMCAHUN WIJIM NIEPEBOJIA B JINYHOM KaOuHeTe OaHKa.

[To BceM BO3HMKAIOLIMM BOIIPOCAaM OOpallaThCsl B OaHK, BBIAABIINI KapTy.

He BBINOJIHATH HUKAKUX CPOYHBIX 3aIPOCOB K JEHCTBHIO, B TOM YHCJIE IO YCTAaHOBKE
KaKUX ObI TO HU OBLIO MPUIIOKECHUIA.

He nepexoanTh HU 10 KaKUM CChIJIKaM, KOTOpbIE MpUXoaatT Ha e-mail wim no SMS.

10.O6pamate Ha Bce cooOImeHHs OT OaHKa (HAampUMep, €CIM OHHU COJEpIKaT

rpaMMaTHYECKHE OITHOKH).

11.He nepe3BaHMUBAThH IO HOMEPaM KOTOpbIe MpUX0oaaT Ha e-mail wim o SMS.

12.TlepenpoBepsiiTe MOJIMHHOCTh HHTEPHET-CAWTOB, HA KOTOPHIX OCYIIECTBIISETE 3aKa3

TOBapa.

bynsre OnuTenbHbI!



